Abstract
Introduction
The growth of Internet has largely evolved teaching and learning from a conventional class room into an invaluable educational resource accessible remotely from disperse geographical locations, beyond physical boundaries. The online learning environments are likely to be accessible, available, updatable, resource efficient, useable, economical [23] and have been widely adopted by a number of educational institutions in various disciplines.
In the online learning, examination is integrated with the teaching and learning components. In an online examination scenario, there may be no faceto-face interaction between students, tutors and administrators [12] , thus, security is vital to the credibility of online learning environments. The nature of online learning environments makes it more vulnerable to various security threats. Online examinations being an integral part of the learning environment can be high stake applications, which may fall to impersonation and malicious attacks for higher grades [3] . One of the primary goals of student authentication is to ensure the genuine interaction of individual students with the online examination. The conventional user-id and password authentication is not sufficient to verify the identity of an online student.
This paper discusses existing authentication features, and reviews their benefits and constraints. We have designed and developed a Profile Based Authentication Framework (PBAF) in a Learning Management System (LMS). In order to investigate the implementation of PBAF and analyze the use of profile and challenge questions, we performed an empirical study involving a group of students and professionals. Based on the data gathered and analyzed, we proposed recommendations for profile and challenge questions design presented later in this paper.
Importance of Student Authentication
The online examination approach essentially differs from the conventional face-to-face examination. In the online learning environments, technology is harnessed with assessment techniques to assess learning outcomes. Online examination is a fundamental and integral part of the learning environment. The online examinations may include questionnaires, assignments, projects, peer review, essays, quizzes, self assessment and portfolios [15] . In the online learning and examination, students interact and submit their work remotely and therefore, building confidence and trust is of vital importance [17] . The online teaching and learning approaches has largely changed student assessment methods. The two different assessment approaches used in the online environments, are summative and formative assessments.
In the summative assessments, student's learning outcomes are evaluated and their skills are measured against the learning goals using various assessment techniques. In online examinations, summative assessment may be at greater risk of attack due to its high-stakes.
Tutors typically use formative assessment to review feedback on learner's activities [7] and record progression. Formative assessment does not count towards final result or grades and this characteristic is likely to reduce security threat in online learning environments.
Academic Dishonesty
In spite of the anticipated benefits of online learning, security remains one of the major issues and a threat to the success of online learning [4] . As in [16] , online learning offers more opportunities for academic dishonesty from remote locations than traditional face-to-face learning and assessment. Lin [19] suggests that academic dishonesty has always been one of the challenges of higher education and cheating and academic dishonesty is an ongoing issue. Academic dishonesty ranges from cheating in examination session to plagiarism or originality of work submitted.
 Plagiarism: Plagiarism is seen as one of the major challenges to both online and face-to-face examination. In plagiarism, students imitate or appropriate someone else's original idea or scholarly work and claim to be the original author. The students submit the plagiarized work as part of their assessment. Evidence suggests that plagiarism is on the rise [8] and it can be a potential treat equally to both online and face-to-face learning and examination. A large number of plagiarism detection software's are employed to check originality of the submitted work. Plagiarism can be one of the potential challenges to online learning; however, our research mainly focuses on student authentication in online examination.
 Cheating: In online examinations, the students submit their work remotely and it poses a challenge to verify the identity of a person taking online examination as the same person who registered and completed the course work [3] . Cheating and student impersonation have been a serious problem to the reputation of online learning. Agulla [3] identifies the rise in academic dishonesty in online examinations to gain maximum marks as a threat to online learning. The threat level is higher for online systems because it has increased the opportunities for deception due to non rigorous authentication regime. As in [11] , unethical conduct have intensified in online learning due to more opportunities for cheating in online examination as a result of use of technology and the Internet.
Authentication Methods
Reliable student authentication is extremely relevant to online examinations because of high stakes being involved. Authentication attempts to verify that the users are who they claim to be. In an online examination scenario, authentication aims to verify the identity of online students and plays a key role in security. Unlike face-to-face examinations, authentication in online examinations is not supervised and invigilation is largely different in an uncontrolled remote environment [21] . Authentication guarantees the currency of online examinations, as the legitimate interaction between a student and the online examination is more likely to lead to authentic results. The mainstream authentication techniques are based on user's knowledge, objects possession and biometric features.
Knowledge Based Authentication
As in [21] , knowledge based authentication verifies identity on the basis of "what you know". It requires personal knowledge to authenticate individual access to the online environment. A userid and password scheme is a commonly used example. It is a popular authentication method, because passwords are key to authentication and memorable. In a scenario like banking, where users are highly likely to make every effort to prevent illicit access, this scheme can be effective. However, due to the nature of online examinations, students may conveniently share their login credentials with a third party to boost their grades. As analyzed in [13] , low entropy passwords are prone to dictionary attacks. Hence, online examinations relying on a user-id and password are susceptible to collusion and malicious attacks.
Challenge questions or security questions are another example of knowledge based authentication. It is generally used in the banking sector [22] for authentication, and corporate email service providers for credential recovery [24] . We will discuss the incorporation of challenge questions in online learning later in this paper.
Object Based Authentication
In the object based authentication, individuals in possession of identity objects are believed to be authentic. The users are identified by presenting or applying physical objects i.e. electronic chip cards, magnetic cards, and digital keys. It is broadly used in the banking sector, transportation and secure premises access. The identity objects such as electronic and magnetic cards benefit from storage of individual's identification features. In an online examination scenario, the presence of both entities i.e. identity object and student, increases the security. However, objects may be transferred to a third party or compromised, which poses potential threat to the online examinations [5] e.g. collusion. In addition, it may require special purpose devices to take user input for registration and authentication.
Biometrics Authentication
The biometrics or characteristics based authentication is performed by the verification of an individual's physical or behavioural characteristics [6] . Biometric frees individuals to memorize passwords and carry cards, as the person is the key for identification [10] . A number of biometric authentication features have been evolved from recent research and implemented in online learning systems including finger print, video authentication, face recognition, audio recognition or combination of these features in the form of multi-modal biometrics.
Fingerprint is one of the most commonly used biometrics authentication features [2] , which offers a unique global identifier. The fingerprint may offer secure solution and minimize threat of impersonation in online examinations. The wider implementation of fingerprint for online examination requires additional resources i.e. fingerprint scanners and software on the client's location.
Face recognition biometric trait implements image recognition and pattern matching algorithms to verify user identity [27] . It may be a reliable authentication candidate for online examinations. However, face recognition biometric may not be secure authentication for online learning system due to the complexity of face recognition technology [3] . Various aspects such as variable face expression capture point direction, variable light, environment, web camera, weather and other pertinent accessories e.g. beard, glasses can affect the authentication results.
The audio or voice biometric is used both for speech recognition and speaker identification. In this biometric trait, human voice is recognized using automated system based on the data from speech wave. As in [12] , intra-individual variations i.e. human voice features like acoustic, voice pitch and speaking style or accent provide a unique identifier for use as a biometric feature. As a behavioural authentication technique, it may be a secure option to shield online examinations. However, varying speaking speed, environmental noises, quality of recording equipments may not result in robust outcome [25] . The intra-individual variation can be a major practical issue in voice recognition. In the context of online learning, user training can be an overhead, when recording voice samples during the enrolment and authentication phase. A user's voice may be recorded for use in replay attacks as the 'liveness' of the user can not be verified [9] .
Signature verification is a legacy feature and it has been widely used and highly acceptable in day to day life transactions [1] . However, as in [20] , the evolution of technology has enabled the capture and verification of human signature using a combination of computer software and hardware. It is a unique behavioural trait and a potential candidate for user authentication. Purpose built accessories like digital signature pads, tablets and digital pens are used to capture signature information [1] . Unlike some biometric features, signature may not be easily replayed as only the signatory can reproduce the original signatures. However, signature recognition may face other issues i.e. complexities of algorithms, variation in signatures on different occasions, individual's emotional and physical influence on signature and signature forgery [14] .
Biometric authentication has its strengths and limitations in terms of usability, cost and security when used in online examinations. It aims to ensure the presence of individual students by verifying physical and behavioural characteristics, which can be a preferred way to counter impersonation. However, it may incur additional cost for using special purpose hardware and software kits, and its wider implementation globally could be a challenge. Unlike knowledge based authentication, the biometric features are not amendable and hence not useable if compromised. Some biometric features may require student training and additional administration to facilitate and monitor various processes. The outcome of the biometric authentication may be affected by variation in human physical and environmental atmosphere, reducing authentication accuracy.
Profile Based Authentication
In [26] , we proposed a Profile Based Authentication Framework (PBAF) for student authentication in online examinations. The PBAF uses a multi-modal authentication approach to secure online examination. The solution comprises of two layers of authentication i.e. user-id and password, and challenge questions. Initially, a user-id and password can be used to login into the online learning environment to carry out regular learning activities. During the learning process, students are posed with profile questions that are used to extend and refine individual student's profile. When a student requests to access an online examination, the second layer of authentication triggers the challenge questions, which are generated from the student's profile. The profile questions are used to collect answers in order to build and update the student's profile. Challenge questions are used to verify the student's identity. The primary focus of the proposed solution is secure authentication for online examination or summative assessment. " Figure. The profile is a student's description in the form of questions and related answers. It represents a student by using information received from questions and answers during registration and learning process. The questions and answers in a student profile can pertain to personal information, education, activities, professional experience, hobbies, future objectives, and learning activities.
 Profile Questions: The profile questions are presented to students in order to capture additional information, which would in turn be used to extend and refine their profiles. The student is required to provide a user-id and password to pass through initial authentication to access the online learning environment. The student is queried to supply answers to profile questions on each visit to be able to access the learning resources. Answers to profile questions received during the learning process are used to extend or update the student's profile. This is a recurrent process and can be linked to student's online session and date.
 Challenge Questions: The challenge questions are randomly selected from the individual student's profile, when a student requests to access a summative online examination. The PBAF generates and presents random challenge questions during the authentication process. When the challenge questions are answered, the framework invokes the authentication process to verify the student's identity against profile answers.
 Authentication: In the authentication process, if the answers to challenge questions matched the stored profile information, student is granted access to online examination. If the answers to challenge question do not match to the stored profile information, student is denied access. The student access is blocked and reported to the system administrator.
Evaluation of PBAF
This section focused on the implementation and evaluation of profile based authentication framework in the context of online examination. We planned to analyze the various processes of PBAF, interruption time while answering profile questions and answer trending to different questions types. To do this We need to implement the PBAF first and then collect and analyze participants' answers and responses to the profile questions and challenge questions.
Implementation of Prototype
The PBAF prototype was developed in PHP and integrated on the MOODLE LMS. A test web server was developed for the purpose of this empirical study. An online simulation course was created and the profile questions were added to the PBAF questions library. Similarly, an online simulation examination was added to the online course. It should be noted that, the online course and examination were not exact simulation with realistic course contents and examination material where a participant can carry out the learning and perform examination questions, as the experiment focuses on collection of answers to profile questions and authentication results.
Methodology of Evaluation
We performed the experiment in an online environment and were granted the ethical approval by the University of Hertfordshire Research Ethics Board. We recruited local and international IT professionals and undergraduate and postgraduate students from a UK and overseas Universities. The participants were formally informed of the objectives of the research and sent an electronic copy of the guidance notes. The participants were given information on registration process, various access dates to submit their profile questions, online examination and finally a usability and privacy survey. We invited a total of 34 potential participants by email on their consent to participate in the experiment by signing up on the online course.
The design of the challenge questions used in PBAF is of vital importance. We designed a cohort of 20 objective questions, with 10 questions each from their personal and academic domains. We recorded all the information from profile building to participant's authentication. The profile questions response time was recorded in the database for detailed analysis, which is presented later in section 6.
Participants performed the following activities in the empirical study.
 Registration: As in " Figure. 1", the process starts from completing registration in order to receive login information. The participants created their login accounts and completed online registration on the online course. The "registration" process involves selection of user-id and password for login.
 Learning Process:
The participants were given seven dates to visit the online course and complete the profile questions, with a space of three days between their visits. After the registration, the participants visited the online course and were redirected to answer the "profile questions". The number of "profile questions" requested is configurable and can be set to a value from 1-10. For the purposes of the study reported here, the number of questions was set to 3. This would allow the authors to collect sufficient data for preliminary analysis, without causing fatigue to the participants. The participants can only access the online simulation course, if they submit answers to all their "profile questions". The participants repeated the process on the given dates.
 Online Examination: After completing the submission of "profile questions", the participants were notified by email to login and access the online examination link. We set "challenge questions" for online examination authentication to 3, for the purpose of analyzes. However, the number of "challenge questions" is configurable for future experimentation on different frequencies. As in " Figure. 1 PBAF Authentication Process Model", the participants visited the online examination link and were redirected by the PBAF system to answer three challenge questions selected randomly from their profiles.
 Online Survey Questionnaire: On the completion of experiment, we requested the participants to respond to two online survey questionnaire based on their experience of the PBAF authentication approach. The questions were designed to collect participant's feedback on the user interface, usability of PBAF approach and data privacy.
Results and Analysis
Among the total invitees, 77% participated in the initial registration and 60% participated in all the various processes of experiment by providing answers to profile and challenge questions. We used a string comparison algorithm for authentication phase. The answer string can be text, numeric and alphanumeric. The algorithm compares answer of the challenge question with the respective answer stored in the individual's profile to find an exact match in order to authenticate the student. The system locked out participants who could not provide exact answers to all the challenge questions. The participants submitted answers to 285 "profile questions" to construct individual's profile. A total of 13 participants answered 39 challenge questions in the authentication process. Of all the answers submitted for challenge questions, 62% successfully matched, while 38% were unmatched.
We analyzed the data to ascertain the impact of question design on usability and overall usability of PBAF approach.
Impact of Question Design
As in [18] , active recall of answers to questions can affect the users' response time. Response to certain questions can be prompt with active stimulus in memory as opposed to questions, which require extra thinking process to reply. However, further research is suggested to assess active, moderately active and inactive recall based on the user response.
The data on question design was analyzed and results are presented in " Table-1 Questions Analysis on Data from Profile Questions". The results in " Table. 1" are based on data collected during participants' answers to profile questions. We used 20 questions for profile and challenge questions, comprising a cohort of 10 personal and academic questions each. We analyzed data based on the mean Designing of profile and challenge questions for authentication can be an important step towards optimising usability and security of PBAF approach.
Usability Results and Analysis
The participant's feedback on the usability of PBAF is presented in " Table. 2 Usability Results". A total of 16 participants completed a PBAF usability survey. The survey questionnaire was based on a five-point Likert scale from 1 to 5, where 1 specifies "strong agreement" and 5 specifies "strong disagreement". We also used a 3 point scales for a question related to participants distraction, where 1 indicated "A great distraction" and 3 indicated "no distraction". The survey was designed to collect feedback in the following aspects of the PBAF.
 Usability and Visual Interface: The participants submitted a useful feedback based on the "usability interface" of PBAF application. A positive feedback was received to the questions, "it was easy to use the software" with a mean score of 1.5 (1.5 median) and "overall, satisfaction on the use of software" with a mean score of 1.5 (1 median). However, response submitted to questions pertaining "aesthetic interface" and "questions layout" suggests further improvements. The mean score for related question were 2.3 and 2.4 (median 2). The overall results indicate a positive acceptance to PBAF application and authentication approach, however slight improvement is recommended in the interface and visual design. The feedback received on the user interface, number of questions, and learning interruption was found positive.
 Interruption of Study:
The PBAF introduces a technique to collect answers to profile questions during the learning process. To survey questions on participant's interruption while answering the profile questions, we received a mean score of 2.1 (2 median) to "interruption of study" and 1.7 mean (2 median) to "time of interruption". To another question "number of questions asked during profile building was a distraction", 62% participants indicated "Not a distraction", 32% "a slight distraction", and 6% suggested "a great distraction". Given the fact that 62% suggests a positive
Usability and visual Interface Mean Median
It was easy to use the software. 1.5 1.5
It was easy to use the Registration Form on initial login.
1
The interface of this system was aesthetically pleasant.
2
I am satisfied with the layout of questions posed soon after the login.
Overall, I am satisfied with the use of the software.
1
Interruption of study I could effectively carry on with the learning activities while answering the questions.
2
I was able to complete answering the questions quickly which were posed on each login. 1.7 2 3 I was distracted by the number of questions asked after the login.
3
The occurrences of profile questions should be once per day instead of one per user session.
It was easy to respond to the challenge questions 2 2
International Journal for Infonomics (IJI), Volume 5, Issue 3/4, September/December 2012 acceptance, however a combine effect of participants concern makes 38%, indicates a further test on reduced number of questions. Also, to collect more information on "interruption" and "response time", more experiments are warranted on a real online course. The overall feedback looks satisfactory both on the conceptual and interface design with indications to improve the layout. The above analysis identified the need for a better question design to implement secure authentication and ensure optimum usability. The result suggests that participants spent more time in replying questions with design anomalies. The poor question design also resulted in usability issues during authentication process
Conclusion
The popularity and growth of online learning has also led to an increased concern about security of online examinations. The threats to online examinations can have a detrimental impact on the credibility of online learning courses that make extensive use of online examinations.
Conventional approaches to student authentication are unlikely to be sufficient to counteract collusion and malicious attacks to online examinations. This paper reviewed various authentications traits, their feasibility in the online learning environments, and their strengths to deal with collusion and malicious attacks. This paper proposed PBAF and the findings from the empirical study reported here suggest, that challenge questions based authentication can be an effective technique, if the questions are designed effectively to meet both the usability and security challenges. The collections of answers to profile questions are performed during the learning process hence the student response time, anticipated length of answer, difficulty and clarity of questions shall be considered in the questions design. The participants' responded positively to a post experiment online survey on the PBAF application interface and the proposed technique for online examinations authentication.
The results identified that the design of questions has a proportionate effect on the time spent and usability of the PBAF approach. Future work would therefore, concentrate on the usability, security, privacy and reliability aspect of the PBAF authentication.
